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(57) An electronic bridge resource management 
system, having a programmatically-implemented 
processing system. A bridge service interfaces with a 
plurality of clients and receives a quality of service 
(QOS) specification (4) from each of the clients. A re- 
source manager receives a QOS specification (5) from 
the bridge service, distributes at least one QOS con- 



straint associated with the QOS specification across 
flow processing modules of a channel, determines re- 
source requirements for each of the flow processing 
modules, and then determines whether bridge resourc- 
es can be allocated to meet the QOS specification. The 
clients may alter their QOS specifications and retry if the 
resource manager denies them admission because of 
a lack of available bridge resources. 
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D script ion 

Field fth Invention 

The present invention relates to a system for effi- 5 
ciently allocating broadband bridge resources. In partic- 
ular, the system allows client applications to negotiate 
quality of service contracts with a bridge resource man- 
ager |; 

Background of the Invention 

As the deployment of high-speed networking accel- 
erates to reach homes and offices, the popularity of mul- 
ti-user applications is expected to increase dramatically. 
Examples of these applications include conferencing, 
game playing, collaborative working and distance learn- 
ing. Multi-user applications usually involve different in- 
formation types, such as control data, video, images and 
audio, which are exchanged between the various user 
terminals, i.e., they are multipoint. Designing a system 
to support these multimedia multipoint applications 
presents two key challenges: a scalable technique for 
managing potentially complex interactions, and the use 
of resources in an efficient and economical fashion. In 
the Narrowband-ISDN context, these issues are ad- 
dressed for multi-user conference calls by using a 
bridge, also known as a multipoint control unit (MCU). 
A bridge is a logically centralized service that performs 
data combination and conference management, e.g., 
adding/dropping users. It accepts audio from each of the 
users, mixes the signals and transmits the resulting sig- 
nal in return, thereby enabling multipoint communication 
over point-to-point links. 

In a packet based network like Broadband-ISDN, it 
is of course possible to provide these bridge functions 
in a distributed manner at sophisticated terminals, e.g., 
personal computers (PCs) and workstations. However, 
there are cogent arguments for the use of a bridge in 
this scenario also. Simple terminals will continue to be 
attached to the network and may not be capable of sup- 
porting these functions. Directly attached ATM devices, 
as well as telephones, fall in this category. By providing 
a logically centralized focus of control, many of the man- 
agement issues are simplified, notably with respect to 
maintaining accurate state information and providing 
secure access. Regarding the use of bandwidth, a 
bridge-based solution can be highly elftcienl, avoiding 
any unnecessary data transmission Foi example, one 
doesnl need to receive individual (bandwidth intensive) 
audio and video channels from each user. 

Designing a broadband bridge is considerably more 
complex than for the narrowband network and raises 
several issues which must be addressed in order to 
make this approach viable. The focus of the present in- 
vention is on how to efficiently manage bridge resourc- 
es, an issue which is motivated by the following four con- 
siderations. Firstly, the range of applications is much 



wider, demanding a greater flexibility in terms of bridg 
functions and the resources they demand. Secondly, the 
capabilities of terminals will vary, as will the types of 
compression and data channel processing that they 
support. Thirdly, use of a packet network in combination 
with variable bit rate traffic such as compressed video, 
introduces issues of bridge resource management akin 
to those for the network itself. Fourthly, operation of the 
bridge can have serious consequences for the end to 
end Quality of Service (QOS) received by audio and vid- 
eo channels, notably in regard to delay and packet loss. 

Summary of the Invention 

A bridge provides a set of services to enable effi- 
cient operation of multipoint applications. In a broad- 
band context, the task of designing a multipoint bridge 
is complicated by several factors, including different me- 
dia types, asynchronous (packet) communications, and 
heterogeneous terminals. The present invention is di- 
rected to resource management within a broadband 
multipoint bridge. 

According to one aspect of the invention, an elec- 
tronic bridge resource management system comprises 
a programmatically-implemented processing system 
having bridge service and resource manager software. 
The bridge service interfaces with a plurality of clients 
and receives a quality of service (QOS) specification 
from each of the clients. The resource manager receives 
the QOS specification from the bridge service and dis- 
tributes at least one QOS constraint associated with 
said QOS specification across the flow processing mod- 
ules of a channel. The resource manager then deter- 
mines the resource requirements for each of the flow 
processing modules, and determines whether bridge re- 
sources can be allocated to meet the QOS specification. 
As part of the QOS contract negotiation process, the cli- 
ents may alter their QOS specifications and retry if the 
resource manager denies them admission because of 
a lack of available resources. 

According to a Sv^ond aspect of the invention, a 
method is provided for implementing a bridge degrada- 
tion policy where a client passes service degradation 
policy information to the bridge. The degradation policy 
information relates to a prioritization amongst either cli- 
ents, channels, or groups. The bridge then stores data 
corresponding to the degradation policy information in 
the appropriate client, channel or group data structure. 
The bridge implements the specified degradation policy 
should a bridge resource overload occur. 

Description of the Drawings 

The invention will be described in greater detail be- 
low with reference to the attached drawings, of which: 

Figure 1 is a diagram showing a typical bridge sys- 
tem configuration. 

Figure 2 is a diagram showing an example of a dis- 
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tributed bridge. 

Figure 3 is a functional block diagram illustrating the 
overall bridge architecture. 

Figure 4 is a diagram illustrating the basic FPMs 
and flows for a single (audio) channel, two client confer- $ 
ence. 

Figure 5 is a diagram showing several examples of 
multiport FPMs. 

Figure 6 is a diagram illustrating the components of 
the bridge software architecture for QOS management. 

Figure 7 is a chart illustrating interactions between 
clients and bridge for forming a three client audio con- 
ference. 

Description of the Preferred Embodiment 

In the following description of the preferred embod- 
iment, a "group" refers to a collection of clients that par- 
ticipate in a multi-user application. For each group that 
the bridge is asked to create, it maintains a data struc- 
ture. 

A client is a software program that runs at a multi- 
media terminal and interacts with the bridge service to 
allow a user to take part in a group. In order to participate 
in a particular multi-user application, a user is expected 
to select and run trv3 corresponding client program. For 
example, a user could participate in a multi-player game 
and a multi-user conference by running both the game 
and conference clients. Client information is recorded in 
a bridge-maintained data structure. 

Associated with a group are one or more channels, 
where each channel allows communication of a specific 
information type between the clients in the group. Ex- 
amples of information types are audio, video and white- 
board data. A channel is represented by a bridge-main- 
tained data structure and realized using a set of dedi- 
cated flow processing modules (FPMs) and connecting 
flows (described in detail later). For an audio conference 
with three clients, for example, the channel consists of 
a pair of flows for I/O to each client and an audio mixing 
FPM at the bridge. 

Each user participates in a group by interacting with 
a bridge using his/her terminal, typically via a graphical 
user interface (GUI). Terminals may take many forms, 
including PCs and set-top boxes, and are equipped with 
broadband network access and some I/O devices, such 
as a display, speaker, microphone and/or a camera. Ap- 
plication software, running on the terminal or its agent 
(e.g., a PC controlling access to a telephone) uses a 
signalling protocol such as remote procedure call (RPC) 
to interact with the bridge service. 

The bridge service is software running on the bridge 
to implement the application programmer's interface 
(API) to the services provided by the bridge. A bridge is 
designed to allow simultaneous access by multiple 
groups. Th broadband network is used to transport 
control information (i.e., signalling) and data traffic over 
virtual circuits between the bridge and terminals. Data 



traffic includes continuous media (CM) such as audio 
and video, which may be used depending on particular 
application requirements, user preferences and termi- 
nal capabilities. 

Figure 1 shows a typical system configuration 
where a bridge 10 and various multimedia terminals 12 
are interconnected by a broadband ATM network 14. A 
bridge is a computer system designed to handle large 
internal and external data bandwidth, such as available 
on modern class server machines (e.g., Silicon Graph- 
ics Inc. Challenge servers). A network service provider 
may implement a bridge server as a switch adjunct in 
an intelligent network. The bridge 10 may be physically 
realized using a collection of networked hosts, offering 
perhaps, media-specific facilities such as video 
processing. Such a distributed bridge arrangement is il- 
lustrated in Figure 2 where a bridge service host 16, a 
video processing host 1 8, an audio processing host 20, 
and a data processing host 22 are interconnected by the 
broadband network 14 itself. Moreover, the concepts of 
the present invention could also be supported by multi- 
ple cooperating bridges. 

The bridge service API allows user applications (cli- 
ents) to access the facilities of a bridge 10. When a re- 
quest is received by the bridge service it is processed 
and a reply is returned to the client, indicating success 
or failure. As part of processing each request the bridge 
service may initialize or modify state information which 
it maintains to record information about groups and cli- 
ents. The interface to the bridge 1 0 is defined by the API 
and associated state information. The interface might 
also support multilevel groups (e.g., to allow sub-con- 
ferences). 

As already defined, a group relers to a collection of 
clients that participate in a multi-user application involv- 
ing a bridge 1 0. For each group, the bridge service main- 
tains a data structure as part of its state information. It 
also maintains per-client information, with a distinct cli- 
ent data structure for each group in which a user partic- 
ipates. These data structures maintained by the bridge, 
and their constituent fields, are as follows: 

Group Data Structure 

1 . group identifier 

2. list of current clients (i.e., the participants) 

3. group owner (the creator by default) 

4. current status (e.g., starting, ongoing, paused, fu- 
ture reservation) 

5. schedule (start time/date, duration) 

6. floor control policy (e.g., open, selected client co- 
ordinates, bridge coordinates requests sequential- 
ly) 

7. access control policy (e.g., open, restricted client 
list) 

8. setup mode (active - bridge initiated, passive) 

9. billing (e.g., owner, equal client shares, usage- 
based) 

10. media channels (number and type, e.g., vid o, 
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audio, whiteboard) 
Client Data Structure 

1 . client identifier 

2. user details (name, address) 

3. client address 

4. authentication key (cryptographic key) 

5. current group (can be null) 

6,. current status (active/inactive) 

7. event reporting (on/off, event mask) 

8. acceptable data formats (compression, coding) 

9. available media devices (types, capabilities) 

10. list of current channels 

11 . media channel mask 

12. presentation options (e.g., window quadrants, 
audio-based selection) 

Several parameterized calls are provided as part of 
the API, including those to: (1) create and destroy a 
group; (2) create and destroy a client; (3) allow a client 
to join or leave a group; and (4) set or get attributes of 
a group or client. 

As illustrated in Figure 3, the bridge architecture 
comprises three basic elements: the bridge service 24, 
channel processing 26, and network access 28. The 
bridge service 24 implements the API and grants bridge 
acc ss to clients, groups and channels. Some of the 
channels being used in a group may require processing 
by the bridge 10 (the channel processing function 26 in 
the present invention is performed by the FPMs). In par- 
ticular, CM may be operated on to perform synchroni- 
zation, combination and/or transformation. Synchroni- 
zation is essential so that temporal relationships be- 
tween CM can be maintained. Combination refers to 
functions which can be applied to a set of CM, e.g., in- 
dividual gain controls for audio, and image scaling for 
video. The need for transformation arises due to the use 
of heterogeneous data formats and device capabilities. 
For example, one multimedia terminal might have an 
MPEG compression board while the other participant 
has only JPEG support. The bridge must also access 
the broadband network 1 4 in order to receive and trans- 
mit control and data (including CM), and execute the ap- 
propriate communications protocols. For example, the 
network access function 28 of the bridge supports BIS- 
DN signalling, AAL7ATM processing, and data transmit/ 
receive. 

An important requirement in operating a bridge 10 
is performance. In other words, how to give clients ac- 
cess to a group with a level of performance that is ac- 
ceptable and predictable. This in turn demands an ap- 
propriately designed resource management system. In 
the narrowband case this is drastically simplified by the 
fact that the maximum bandwidth is low, even for CM, 
and the current usage easily determined by the number 
of active physical network connections. In addition, the 
set of processing functions is usually quite limited and 



statically defined, allowing implementation using a bank 
of DSPs. For a broadband bridge, however, the set of 
processing functions will be larger and will need to be 
capable of being dynamically updated, e.g., to accom- 
5 modate a new video compression format. This places 
an increased emphasis on software implementations. 
Furthermore, the maximum bandwidth will be significant 
and, more importantly, may vary even for a given CM 
channel, making it more difficult to determine current us- 
10 age requirements. The present invention therefore pro- 
vides an efficient technique for managing access to 
bridge resources. 

In essence, a bridge 10 is a server in a large dis- 
tributed computing system. The conventional way of 
15 dealing with resource management in such systems is 
to rely on an operating system to control resource ac- 
cess by a collection of user-level entities, often called 
processes or domains. This allows the processes to op- 
erate independently but share a common platform. For 
20 a broadband bridge, this could take the form of a bridge 
service that instantiates a process to deal with each new 
group. That process would then deal with its client's re- 
quests, and perform channel processing and distribu- 
tion. Each process would make requests to the operat- 
es ing system in order to access resources, such as CPUs, 
DSPs, memory and network I/O. While this is a reason- 
able model, it makes it difficult to allocate resources in 
a manner which is both efficient and can ensure predict- 
able scheduling. For a broadband bridge, a finer degree 
30 of resource management is desirable. This is important 
in order to support the Quality of Service (QOS) require- 
ments of CM channels, which typically have stated de- 
lay, jitter and loss tolerances. 

In general terms, a QOS contract is an agreement 
35 with a resource provider for use of that resource to sat- 
isfy a specific performance requirement. QOS defines 
the expected performance for data transport on a flow 
It is specified as a set of parameters describing the type 
of QOS contract, traffic and performance. Broadband 
40 networks are designed to support QOS contracts on an 
end to end basis. In the system of the present invention, 
these contracts are extended to encompass bridge op- 
eration. 

An architecture for QOS has a set of basic tunc- 
45 tions: specification, negotiation, translation, admission 
control, policing and scheduling. User specifications de- 
scribe traffic characteristics (e.g., mean/peak band- 
width, burstiness), performance requirements (e.g., de- 
lay, jitter, losses), and type of QOS contract (e.g., guar- 
so anteed, statistical). In order to try to ensure that these 
QOS requirements can be attained, a user must nego- 
tiate with a QOS manager. This entails passing the 
specification information and waiting to see if access will 
be granted or denied. The specification is translated by 
55 the QOS manager to a set of resourc demands, .g., 
amount of memory and CPU cycles, and used in com- 
bination with knowledge of already existing applications 
to perform an admission control test. The result deter- 
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mines whether a QOS contract can be establish d for 
use of the system as requested. If a contract is granted, 
a policing mechanism aims to ensure that the stat d 
source traffic limits are upheld, while the scheduling 
mechanism aims to try and meet performance require- 
ments. 

In order to allow QOS-driven resource management 
for a broadband bridge 10, the system of the present 
invention allows clients to establish contracts for bridge 
access in a similar manner as they do for network ac- 
cess. Furthermore, rather than simply allocating re- 
sources based on number of groups, clients or chan- 
nels, higher efficiency is achieved by associating re- 
sources with channel processing activities. Such re- 
source allocation is enabled by introducing the concepts 
of "flows" and "flow processing modules". 

Recall that a group may involve several channels, 
some of which may carry CM. Each client will contribute 
to, and receive, some or all of the channels in its group. 
Thus, for a given channel, the bridge 1 0 will be receiving 
data from clients, operating on it, and returning the re- 
sulting data. An example is a group which has a single 
channel over which each client transmits its audio and 
receives the combined signal in return. 

A "flow" is the connection for carrying data from/to 
a client and the connection for carrying data internally 
between the channel processing stages 26 of the bridge 
10. Each channel comprises a set of flows. A flow is al- 
ways associated with a particular channel within a 
group, but not necessarily a single client of that group. 
Essentially, a flow is a unidirectional pipe for data trans- 
port between ports that is implemented using a network 
virtual circuit (VC) or internally to the bridge 10, by using 
bridge memory buffers. 

The various functions 26 that can be applied to a 
channel are realized using flow processing modules 
(FPMs), which could be implemented as functions in a 
programming language library. Each one of these im- 
plement a single well defined function and execute at 
run time as independently schedulable threads. A 
thread is a software program that exists to execute an 
FPM instance or process a flow within a client. Thus, 
once a given FPM is selected, an instance ol that FPM 
is created and assigned to a thread for execution. 

Each FPM is designed to receive data for a partic- 
ular channel on one or more input flows, process it to 
perform a self-contained function, and then transmit the 
resulting data on its output flow(s). A simple example of 
a FPM is one which is responsible for receiving flow data 
from an incoming network VC. More sophisticated ex- 
amples include FPMs for combining audio and perform- 
ing video format conversions. As part of its definition, a 
FPM may accept parameters which tailor its behavior. 
For example, a JPEG video compression FPM would 
accept a quantization factor. 

Each FPM performs software initialization and core 
processing. Once an instance of an FPM is created, it 
performs initialization which involves interpreting control 



8 

paramet rs, setting up data structures, etc. Th FPM 
instance then enters a loop where its core processing 
takes place. In particular, this is a loop in which the FPM 
reads data from its input flow(s), processes it and writes 

5 the results to its output flow(s). Core processing may be 
implemented in different ways independent of the FPM's 
functional definition. For example, an audio combination 
FPM may be executed on a CPU or using a DSP. Tra- 
ditionally DSPs have been used to support audio and 

10 image manipulation, but with faster processor speeds 
and suitably designed compression techniques it is pos- 
sible to implement many such features in software (e. 
g. , a video mixer) thereby facilitating the incremental ad- 
dition of new bridge functions. 

is Software allocates bridge resources to each FPM 
instance admitted for execution. Such allocations are an 
important aspect of the present system. It is by control- 
ling how each thread accesses the bridge resources that 
QOS contracts can be honored. 

20 Figure 4 shows the use of FPMs to implement a two 
client conference with just a single (audio) channel, 
where client A 30 and client B 32 communicate via the 
bridge 1 0. Two FPMs 34, 36 are used for receiving audio 
information and two FPMs 38, 40 are used for transmit- 

25 ting audio information. Flows 42 carry data to/from the 
bridge and interconnect the FPMs for a given channel. 
Data is processed in a pipeline, arriving from the net- 
work and traveling on flows through a sequence of 
FPMs. 

30 FPMs are allowed to have more than one input and 
output port. A port is an end-point for communication 
over a flow. It is associated with a particular thread, run- 
ningoneitherthe bridge or a multimedia terminal. Figure 
5 shows four examples of multiport FPMs: a Convert 

35 FPM 44 having a single input and output port; a Syn- 
chronize FPM 46 having two input ports and two output 
ports; a combine FPM 48 having two input ports and a 
single output port; and a select FPM 50 having two input 
ports and a single output port. Each FPM also has con- 

40 trol and feedback ports for interacting with the bridge 
service (not shown). 

The FPM/flow model requires extensions to the 
bridge service API and state information as previously 
presented. Data structures for a channel, flow and FPM/ 

45 Thread are as follows: 

Channel Data Structure 

1 . channel identifier 

2. channel type (e.g., audio, video, data, animation, 
50 etc.) 

3. owner (e.g., group identifier) 

4. list of flows (flow identifiers) 

5. list of FPMs (module identifiers) 

55 Flow Data Structure 

1 . flow identifier 

2. owner (default is group) 
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3. source (host/thread/port) 

4. sink (host/thread/port) 

5. network VC information (e.g. : ATM address, uni- 
cast or multicast VC) 

6. QOS (contract type, traffic and performance) s 
FPM/Thread Data Structure 

1 . module identifier 

2. owner (default is group) 10 

3. control/event ports 

4. list of input ports 

5. list of output ports 

6. operating parameters 

7. resource handles (a "ticket" allowing access to is 
allocated bridge resources) 

Access to the above items is achieved by extending 
the API with the following parameterized calls: (1 ) create 
and destroy a channel; (2) join and leave a channel; and 20 
(3) set and get channel attributes. 

The FPM/flow model aims to simplify the process 
of translating a client's requirements for service quality 
and bridge functions in terms of actual resource needs. 
As mentioned, resources are allocated so that a thread 25 
can execute an instance of an FPM. In the bridge, these 
resources (represented in Figure 6) are memory 52, 
DSPs 54, CPUs 56, internal and external bus/network 
access 58. Other resources used to transport or process 
data may also be allocated, e.g., switches. 30 

Figure 6 shows the components of the software ar- 
chitecture needed for resource management within a 
bridge. Access to the bridge is by way of the Bridge 
Service 60 : which passes requests on to the resource 
management system. There are three levels of resource 35 
management, the lowest being the individual resource 
schedulers 62, which allow access to resources by 
those FPMs admitted for execution. A resource sched- 
uler selects from amongst waiting FPMs according to a 
scheduling policy. In order to allow performance con- 40 
straints to be satisfied, a scheduling algorithm of the 
type used in fast packet switches is employed, i.e., sup- 
port for priority and time deadlines. At the middle level 
are three controllers, defined for synchronization 64, 
combination 66 f and transformation 68 FPMs, one for 
each of the three types of processing that the bridge im- 
plements. These keep track of the available FPMs and 
can estimate their resource requirements for a given pa- 
rameter and traffic set. At the top level is the QOS Man- 
ager 70. This can be viewed as a higher-level scheduler Sf > 
which performs admission control and coordinates re- 
source access. A resource handle is an identifier issued 
by the QOS Manager 70 for use by an FPM to gain ac- 
cess to a particular resource. This is achieved by pre- 
senting the handle to the appropriate resource schedul- 55 
er 62. At the same level as the QOS Manager 70 is the 
Reservation Manager 72 : which allows longer term 
management by handling advance reservation of bridge 



resources. 

In order to explain the detailed interactions of the 
three levels of resource management, an example will 
be used. A three client audio-only conference and the 
various interactions necessary to realize it is shown in 
Figure 7. The owner makes a request (1 ) to the Bridge 
Service 60 to create a client which we call Client A, and 
subsequently to create a group (2) that will have a total 
of three clients, a single audio channel, and which is to 
start immediately. The bridge service 60 allocates and 
initializes client and group data structures, returning an 
indication of success to Client A. Client A then requests 
(3) that the channel be created, and that a FPM for audio 
combination should be associated with it. If successful, 
the channel data structure and a FPM data structure (for 
the audio combination FPM) are created by the bridge 
service. Client A then requests (4) to join that channel, 
supplying the QOS parameters (i.e., the QOS specifica- 
tion) it expects for the flow to be received from the 
bridge. 

It is at this point that the Bridge Service 60 calls (5) 
on the QOS Manager 70 to decide whether the client 
should be admitted for execution. Admission control in- 
volves three basic steps: constraint distribution, re- 
source translation, and admission decision. Constraint 
distribution involves a software algorithm for decompos- 
ing the overall QOS constraints (as given in the specifi- 
cation) in terms of operating constraints for the individ- 
ual threads which are executing FPMs for that channel. 
Various approaches can be used for implementing con- 
straint distribution. One approach is to simply distribute 
the constraints equally. A more sophisticated approach 
corresponds to a two phase protocol used for virtual cir- 
cuit establishment in some wide area ATM networks. In 
the first phase the network QOS specification is passed 
sequentially through each switch between the source 
and sink, aiming to satisfy the overall constraint at each 
switch. The second phase proceeds in the reverse di- 
rection and attempts to optimize the constraint distribu- 
tion. A result of such an approach is that, for example, 
a heavily loaded switch can be given the freedom to in- 
troduce a larger delay than others which may be more 
lightly loaded. 

After constraint distribution, the translation feature 
is implemented to determine the resource requirements 
of the FPMs for the specified constraint distribution. 
Translation is the act of determining approximate re- 
source requirements for each thread so that it can meet 
its assigned QOS constraints. In the present example, 
the QOS Manager 70 calls (6) on the combination con- 
troller 66 to assess what type and quantity of resources 
are required for the FPM based on the QOS require- 
ments of Client A's audio. It then uses this in combina- 
tion with the resource requirements for the receive and 
transmit FPMs to reach an initial admission decision. If 
insufficient resources ar available, then the QOS Man- 
ager 70 tries a different constraint distribution and re- 
peats the translation step. If there are sufficient resourc- 
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es the QOS Manager 70 checks (7) with the Reservation 
Manager 72 to ensure that the resources it is about to 
allocate arenl already reserved. If they are in fact avail- 
able for immediate use, the resources are allocated and 
marked in the QOS Manager's state tables as allocated. 

The QOS Manager 70 then instantiates the combi- 
nation, receive, and transmit FPMs and updates the 
channel data structure. (The receive and transmit FPMs 
are automatically created when a client joins a channel. 
Similarly, any transformations required will automatical- 
ly result in a transformation FPM being created and ex- 
ecuted based on the client's capabilities as determined 
from the client data structure. ) The interconnecting flows 
are then created as follows: (a) the QOS Manager 70 
sends a control message to the audio combination FPM 
requesting its desired input port number; (b) when this 
information is received, the QOS Manager 70 sends a 
control message to the receive FPM (via its control port) 
specifying the thread identifier and port number of the 
audio combination FPM to which it should send data; (c) 
the receive FPM also reports its output port number; (d) 
the QOS Manager 70 can now initialize a Flow data 
structure because it has the thread and port information 
for the flow's source and sink. In a similar manner, the 
QOS Manager 70 interacts with the transmit FPM and 
then the audio combination FPM to derive the relevant 
port information and initialize the data structure for the 
interconnecting flow. 

In performing the preceding steps, flow and FPM/ 
Thread data structures are created and initialized. The 
QOS field in each flow data structure is filled in depend- 
ing on the constraint decomposition decided upon by the 
QOS Manager 70 during constraint distribution. In par- 
ticular, the constraints assigned to each thread deter- 
mine the corresponding QOS parameters that are 
stored as part of each flow data structure. Combining 
QOS fields in all the flows of a particular channel should 
equal the overall QOS specification provided by the cli- 
ent. Note that the FPM data structure includes the han- 
dle of the specific resource(s) which have been allocat- 
ed to it, and such resource(s) include the flow resources 
(VC or buffers) connected to its output ports. 

A reply (8) is then sent to the Bridge Service 60 
which in turn gives to the client (9) details of the bridge 
port (of the receive thread) to which it should open a VC 
for the audio data, and the QOS parameters it should 
request from the network for that VC (for setting up net- 
work contracts). 

In a similar manner, both Client B (10) and Client C 
(11 ) also make requests to create clients, join the group 
and channel. In response to the request to join the chan- 
nel, the QOS Manager 70 performs an admission con- 
trol test using the client's QOS parameters (these are 
provided to the bridge for each channel that a client 
wishes to join) and the expected increase in the FPM's 
resource ne ds. As each client joins a channel the 
bridge also arranges its network transport (i.e., creating 
a VC for flow data) to that client over a unicast or multi- 
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cast VC. Not that the QOS Manager 70 uses the control 
port on the combination FPM to arrange for it to handle 
an additional flow of audio. Any subsequent requests to 
modify attributes which may affect resource usage are 

5 also passed by the Bridge Service 60 to the QOS Man- 
ager 70 for evaluation. Should a request be denied be- 
cause of a lack of available resources, a client may alter 
its request and retry. 

Once a client is admitted to join a channel, data will 

10 flow between threads requiring that the threads execute 
in order to process the data. Resource schedulers 62 
select from amongst those threads that are ready to ex- 
ecute (at any point in time a resource scheduler has a 
queue of threads eligible to execute). The resource 

is scheduler 62 selects the thread to execute next based 
on some policy and after examining the resource han- 
dles belonging to the waiting threads. Such a policy, for 
example, might be preemptive time-sharing or earliest 
deadline first. Finally, in the case for example of an al- 

20 located CPU resource, the resource scheduler 62 loads 
the thread state into the CPU's registers and then starts 
it executing. 

Advance Reservations 

25 

The basic QOS model corresponds to that used in 
the ATM networking area. A characteristic of that model 
is that a QOS contract is negotiated for immediate ac- 
cess to resources and for an unspecified length of time, 
30 equivalent to making a telephone call. For many of the 
applications that a bridge supports, notably conferenc- 
ing, this model is not always appropriate. Use of such 
applications has a parallel with real scenarios, where for 
example, it is common to schedule a meeting in ad- 
35 vance. The ability to make an advance reservation for 
use of a bridge 10 is a feature implemented by the Res- 
ervation Manager 72 depicted in Figure 6. 

In order to make an advance reservation, two pa- 
rameters are needed: start time and duration. The start 
40 time indicates either an immediate start (the default) or 
some future occasion. A duration defines the maximum 
time length and is necessary for both immediate and fu- 
ture requests so that the bridge 1 0 can capitalize on re- 
source sharing and utilization. Note however that both 
45 of these parameters can be renegotiated, analogous to 
changing the meeting time or extending its length if the 
room is available. These parameters were described as 
part of the group data structure and are passed as part 
of the call to create the group. A key issue here is figuring 
50 out how much resources will be needed, as this is nor- 
mally done as each client joins a channel. The accuracy 
of this process depends on how much detail the reserver 
can provide. The Reservation Manager 72 uses that in- 
formation to derive an estimate. As a minimum the re- 
55 server is exp ct d to indicate the number of clients 
which are exp cted to participate in the group and th 
channels to be used. This allows for the use of transmit 
and receive FPMs as well as int rconnecting flows. If 
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the reserver indicates additional FPMs then the esti- 
mat can be improved. 

In terms of the resource management architecture 
a set of interactions are involved. When the Bridge Serv- 
ice 60 receives a request with a future start time speci- s 
tied it makes a request to the Reservation Manager 72. 
The Reservation Manager 72 operates by building up a 
resource request based on the information provided by 
the reserver. It consults with the FPr\J controllers 64 : 66, 
68 to provide resource estimates, and then checks with 
the QOS Manager 70 to determine any overlap with cur- 
rent allocations. At this point, a reply is sent to the re- 
server indicating whether the necessary resources will 
be available. If the reserver subsequently provides ad- 
ditional information such as specific FPMs, this internal 
negotiation process is repeated. Note that when the 
start time for a group arrives, responsibility for it is trans- 
ferred from the Reservation Manager 72 to the QOS 
Manager 70. 

High-Level Features 

In the present invention, each user can associate 
QOS requirements with data being presented at his/her 
terminal. These requirements cover botn the temporal 
and informational properties of CM. Kor video, informa- 
tional properties include: (1) number of images per sec- 
ond; (2) image dimensions, including pixel depth; (3) im- 
age quality, including (a) quantization factor; (b) move- 
ment threshold; (c) ratio of intra to inter coded images; 
and (4) loss measure. Similar informational properties 
can be defined for audio. Temporal properties are delay 
and jitter. 

A user might set these variables in a static fashion 
or have the ability to dynamically alter them during pres- 
entation. Depending on the interface, access to these 
variables might be quite explicit, but is more likely con- 
trolled via one or two overall quality measures for the 
channel. This could take the form of a graphical slider 
or perhaps a choice of high, medium and low qualities. 
This creates a distinction between application and sys- 
tem level QOS specifications. System level specifica- 
tions are what the bridge and network understand, e.g., 
bandwidth, delay etc. Application level specifications, 
on the other hand, must be translated by the client ap- 
plication software to the system level representation. 

The system of the present invention is sink-driven 
in the sense that the user is empowered to influence the 
desired QOS for its incoming channels. This approach 
allows considerable flexibility, relying on the bridge serv- 
ice API to make changes to channel attributes (data 
structure parameters, e.g. : QOS). Client requests indi- 
cate a desire to alter activities at the bridge 1 0 and they 
may be denied because of a lack of resources. Each 
client of the bridg service 60 is required to maintain a 
callback interface. This is used to inform the cli nt of 
events (e.g., new client joining) and errors. It is also 
used to request that the client change its resource us- 



age, for example, by using less bandwidth. This is im- 
portant becaus QOS-driv n systems rely on statistical 
multiplexing for efficient resource sharing, and conse- 
quently there may be occasional periods of resource 
ov rload. Such is particularly the case when dealing 
with the potentially large bandwidth range of variable bit 
rate video. 

QOS requirements which exist at a higher level than 
those of individual channels are also supported. In par- 
ticular, it is useful to be able to reason about QOS at 
each of the independent levels: channel, client and 
group. The present invention supports the ability to deal 
with resource allocation and overload in terms of these 
levels. Using the API to set attributes, an authorized cli- 
ent is allowed to set resource limits and install simple 
policies for dealing with contention. Resource limits, 
cost limits, degradation policies, etc. are controlled by 
parameters stored in various additional fields of the as- 
sociated client, group, or channel data structure. As with 
all parameters, they may be passed along with the call 
to create a client, group, or channel. Alternatively, they 
may later be passed using the set attribute call. 

In general, degradation policies may be set by cli- 
ents or the bridge operator, and are implemented by 
software in the QOS Manager 70. For example, priori- 
ties can be assigned to channels so that, for example, 
a client could specify that video should be degraded in 
preference to audio. Similar policies can be provided at 
the group level. For example, managerial group confer- 
ences can be assigned a higher priority than those 
groups running game software. Also, price related infor- 
mation might be used when setting degradation priori- 
ties, e.g., the lowest priced service is the most likely to 
be degraded. 

Relationships between entities (e.g., channels) at 
the same level may also be specified in terms of QOS, 
for example, the degree of interchannel synchronization 
(i.e., lip synching). Coarser grain resource allocation is 
also supported so that, for example, the bridge operator 
could specify that fifty percent of the bridge resources 
may be allocated to a particular group. 

The bridge also keeps track of accounting (e.g., 
how much of the CPU is group A using?) and pricing 
information. These functions may support several of the 
abov j-mentioned high-level features. 

The FPM/flow model of the present invention could 
also be adapted to provide QOS support on a multime- 
dia terminal 12. Such a feature would allow a client to 
negotiate for the multimedia terminal resources and es- 
tablish a QOS contract with the multimedia terminal 12. 
FPMs provided by the terminal 12 might include data 
capture (e.g. , video capture by a camera and audio cap- 
ture by a microphone) and data presentation (e.g., video 
display by a CRT and audio display by a speaker), and 
data compression/d compression (this function could 
alternatively be performed by the bridge 1 0). In a similar 
manner, the present invention could be adapted to sup- 
port QOS in other types of network-based servers (e.g., 
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video-on-demand servers). 

To those skilled in the art to which the present in- 
vention pertains, many changes in construction and var- 
iant embodiments will be suggested without departure 
from the spirit and scope of the present invention. 



flow proc ssing modul to specific bridge r sourc- 
es. 

The system of claim 8, wherein said bridge resourc- 
es include memory, CPUs and DSPs. 



Claims 

1 . An electronic bridge resource management system, 
comprising: 

a programmatically-implemented processing 
system having: 

a bridge service that interfaces with a plurality 
of clients, where said bridge service receives a 
quality of service (QOS) specification from 
each of said clients and 
a resource manager that receives said QOS 
specification from said bridge service, distrib- 
utes at least one QOS constraint associated 
with said QOS specification across flow 
processing modules of a channel, determines 
resource requirements for each of said flow 
processing modules, and determines whether 
bridge resources can be allocated to meet said 
QOS specification; 

wherein said clients may alter their QOS spec- 
ifications and retry if said resource manager de- 
nies them admission because of a lack of avail- 
able bridge resources. 

2. The system of claim 1, wherein each said client is 
a program running at a multimedia terminal. 

3. The system of claim 1 or claim 2, wherein said 
processing system is implemented on a single host. 

4. The system of claim 1 or claim 2, wherein said 
processing system is implemented on a plurality of 
distributed hosts. 

5. The system of any of the preceding claims, wherein 
said flow processing modules perform functions in- 
cluding combination, transformation, and synch ro- 
nization. 

6. The system of any of the preceding claims, wherein 
said flow processing modules are interconnected 
by flows for data transport. 

7. The system of any of the preceding claims, wherein 
said processing system maintains group, client, 
channel, FPM/thread, and flow data structures. 

8. The system of claim 7, wherein said FPMAhread da- 
ta structure includes a list of resource handles, 
wher said resource handles entitle the associated 
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10. The system of any of the preceding claims, wherein 
said QOS specification includes parameters indi- 
cating type of contract, traffic,, and performance. 

11. A method for managing computer system resourc- 
es, comprising the steps of: 

passing a quality of service (QOS) specification 
to a computer system; 

said computer system associating estimated 
computer system resources to channel 
processing activities based upon constraints 
derived from said QOS specification; 
said computer systems granting or denying ad- 
mission to computer systems resources de- 
pending on availability of said computer sys- 
tems resources; and 

altering said QOS specification and retrying if 
admission is denied. 

12. The method of claim 11, wherein said computer sys- 
tem is a server. 



30 13. The method of claim 12, wherein said server is a 
bridge. 

14. The method of any of claims 11 to 13, wherein the 
step of passing a quality of service (QOS) specifi- 
cs cation includes the substeps of: 

a user specifying a high-level application QOS 
specification; and 

translating said application QOS specification 
40 to a low-level system QOS specification. 

15. The method of any of claims 11 to 14, wherein the 
step of associating estimated computer system re- 
sources to channel processing activities includes 

45 the substeps of: 



performing QOS constraint distribution across 
a set of flow processing modules asocial ed with 
said channel processing activities; and 
determining resource requirements for each 
flow processing module. 



so 



ss 



16. The method of any of claims 11 to 15, further com- 
prising the steps of: 

instantiating flow processing modul s and as- 
signing said flow proc ssing modules to threads for 
execution. 
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17. The method of claim 16, further comprising the step 
of: 

after a client is admitted to join a channel, a 
resource scheduler selecting a thread for execution 
from amongst a queue of said threads according to 
a scheduling policy. 

18. The method of any of claims 11 to 17, further com- 
prising the steps of: 



23. The method of claim 21 , wherein said degradation 
policy utilizes resource price related information. 
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a re server passing to said computer system a 
create group request specifying a future start 
time and future requirements of said group; 
translating said request to resource estimates; 
checking to determine any overlap with cu rrent is 
resource allocations; 

sending a reply to said reserver indicating 
whether the necessary resources will be avail- 
able. 



20 



25 



19. The method of any of claims 11 to 18, wherein the 
step of granting or denying admission further in- 
cludes the step of determining whether client spec- 
ified resource limits would be exceeded. 

20. The method of claim 1 1 , wherein said computer sys- 
tem is a terminal. 



21. A method for implementing a bridge degradation 
policy, comprising the steps of: 30 

a client passing service degradation policy in- 
formation to a bridge, where said degradation 
policy information relates to a prioritization 
amongst clients, channels, or groups; 35 
said bridge storing data corresponding to said 
degradation policy information in a client, chan- 
nel or group data structure; and 
said bridge implementing said degradation pol- 
icy should a bridge resource overload occur. 40 

22. The method of claim 21 , wherein said degradation 
policy specifies that a video channel should be de- 
graded in preference to an audio channel. 



45 
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